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Introduction — Sw Assurance (SwA)

« SW Assurance
> the level of confidence that software is free from vulnerabilities, either
intentionally designed into the software or accidentally inserted at
anytime during its lifecycle, and that the software functions in the
intended manner.” — CNSS IA Glossary, 2010
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Introduction — The crisis of Open Source SW

* OpenSSL HeartBleed
> CVE-2014-0160

The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before
1.0.1g do not properly handle Heartbeat Extension packets, which

allows remote attackers to obtain sensitive information from process
memory ...

> OpenSSL 1.0.1 ~ OpenSSL 1.0.1f

> in Heartbeat Extension

dtlsl process_heartbeat(SSL *s)

{

*D &s->s3->rrec.datal ], *pl;
hbtype;

payload;

padding

hbtype = *p++;
n2s(p, payload);
plL = p;
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Related works - OpenADR

 OpenADR(Open Automated Demand Response)
« Smart Grid Protocol for Automated DR(Demand Response)
* Overseas: The effect reducing the load of electric power

 Domestic: The plan to adopt OpenADR as the standard

EiEvent Push i
@ OpcnADR Open Source implementation by EncrNOC - hittp:/ /opcen.cncmeoec.com

Code
(‘0adrDistributeEvent may be pushed | OPSNADR 20 VTN Sarver
from VTN to VEN when events are — :
created or modified. i et

(0adrCreatedEvent is called according | e e e
to the same rules as the pull scenario forin
after receving an s o s e e

oadrDistnibuteEvent from the VTN.
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Analysis — The result of LDRA

* The result of LDRA Testbed based on CERT Java

Number of Viclations Number of Violations Number of Violations Number of Violations

I.__cﬁnfﬁﬁ"l _____ AVEN Y e pnu;.__-__:ﬁu_'__l e (VEN) (VTN) W
i ORJ01-J 627 93 720 | 1DS05-) 0 0 0
b= ——mRRes T R ———————— e ————— FR=! e m e ———a L ————— L LI D=ty
MET02-J 0 0 0 1] EXPOOJ 0 ’ 2 1
ERRO3-) 2 3 5 s« ks ik .ol bl o ks —
EXP06-) 0 0 0
THIOO-) 0 0 0 NUMOO-) 0 0 0
THIOS-) 0 0 0 NUMO1-J 0 0 0
F002-) 0 0 0 NUMO2-J 0 0 0
FI004-) 0 0 0 NUMO7-J 0 0 0
FI009-) 0 0 0 NUNO9-) 0 0 0
MSC01-) 7 7 14 NUM12-J 0 5 5
MSC02-) 0 0 0 NUM13-) 0 0 0
« 0BJO1-J
> Limit extensibility of classes and methods with invariants
> MITRE CWE-766. Critical variable declared public
> CVE-2010-3860
« EXPO00-J

> Do not ignore values returned by methods
> MITRE CWE-252. Unchecked return value
> CVE-2010-0211
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Analysis — oBJo1-J

* Limit extensibility of classes and methods with invariants

> MITRE CWE-766 Violation Example

Critical variable declared public public class ContantType dmplemsnts Savializable, Causls, Hashcods, Tostring
> CVE 2010-3860 sistnr| et et

IcedTea 1.7.x before 1.7. 6 1.8.x before private final static long serialvérsiowlo = 113

1.8.3, and 1.9.x before 1.9.2, as based

on OpenJDK 6, declares multiple Modification Example

sensitive variables as public, which public class ContentType implements Serislizable, Equals, HashCode, ToString

allows remote attackers to obtain -

sensitive information including (1) e St acy tontent;

user.name, (2) user.home, and (3) CEE S e

java.nome system properties, and other e ey

sensitive information such as )

installation directories.
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Analysis — Expoo-J

* Do not ignore values returned by methods

> MITRE CWE-252

Unchecked Return Value

> CVE 2010-0211
The slap_modrdn2mods function in
modrdn.c in OpenLDAP 2.4.22 does
not check the return value of a call to
the smr_normalize function, which
allows remote attackers to cause a
denial of service (segmentation fault)
and possibly execute arbitrary code via
a modrdn call with an RDN string
containing invalid UTF-8 sequences ...

DARE’14 ECML/PKDD 2014

Violation Example

prensered FapeSitring, Cald 4 v ol
Calle Npe (Mg o MGl Nl
Clanneds twngeetlans, Ierarlistagant ragait) |
Metring, CellsctioneCochalperationiontentss g * sow Lishodnaiocitring, ColloctionCachalperetioniostentso(1);

COLIAUTION L alper w1 LoMLoMtarts Cotsdlan * Mo Arrapt Lol achelper i LonComtant o |,
ol b b wper o bl amtant s wvbihs + s Aerogh boholon seter ot bonComtand ()
Colbotthonaitwlpwr v lonlontants wpdeton = sw Arouy LIt oCotwiper ot bsContants( )|

(vject]) g < Cladvgn(rapeest, mores) |
Modification Example

M m CalbectioniachalperstionContent) mt
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Analysis — The result of Web Test

- IDS00-J
> Sanitize untrusted data passed across a trust boundary

« Grails, Groovy, Java, maven, etc.

Success Failure
Request o | Request =3
e e e e sy, gt et M e e e e i
: T | If('Pattern.matches(“[0-9]+”, val)) ... |
BIRE MPIST MR T/ M AT rEwTy I w/ageivgomriose = sales lasdes R b0 ,I------ ----------------------- I
E ] L e
Response Response
S oo ] it
T = =
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Contribution

« SW Assurance

> Quality Assurance + Security Assurance
> Using Secure Coding rules for Security Assurance

* Security Assurance for Open Source SW
> Functionality T Security {

* Smart Grid target
> Open Source of OpenADR
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Future Works - modeling

 OpenADR Protocol Modeling
> oadrPoll interaction
> Using UPPAAL Tool ..
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